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Should I summarize some of them down further? Is the format okay? (I believe I have everything as of this 
minute unless there were any meaningful ones before I got here, and Dustin said there weren’t).
—Jacob Alperin-Sheriff
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1. Background 

2. Proposed Requirements for Submission Packages

Mike Brown and Atsushi Yamada:

	They suggest that instead of a single deadline, “it may be preferable to separate submissions into several generations to allow for new findings to be accommodated.” 

2.A Cover Sheet 

2.B Algorithm Specifications and Supporting Documentation 

2.B.1 Complete Written Specification

	

Paragraph 3, Danilo Gligoroski:

"To facilitate the analysis of these algorithms by the cryptographic community, submitters are encouraged to also specify parameter sets that provide lower security levels, and to provide concrete examples that demonstrate how certain parameter settings affect the feasibility of known cryptanalytic attacks."



I suggest this sentence to be moved as a separate section that states the following:



"To facilitate the analysis of the submitted algorithms by the cryptographic community, submitters are required to specify parameter sets that provide lower security levels, and to provide concrete examples that demonstrate how certain parameter settings affect the feasibility of known cryptanalytic attacks."	



Rationale: “there will be a lot of overrated attacks that actually are not so efficient as the attackers would claim. … 

If in the submission documentation there are obligatory test parameters that have very low security margin, any published attack on the schemes is encouraged to be demonstrated *practically* on those low level parameters. … 

Additionally, providing parameters with low and very low security levels is in the line of a long tradition in public-key cryptography where many systems have been proposed accompanied with parameters with low and very low security levels, asking the cryptographers to practically break the systems with those low-level security parameters.”

	





2.B.2 Detailed Performance Analysis

2.B.3 Known Answer Test Values

2.B.4 Description of Expected Security Strength

2.B.5 Analysis of Algorithm with Respect to Known Attacks

2.B.6 Statement of Advantages and Limitations



2.C Digital and Optical Media 

2.C.1 Implementations

First Paragraph, Mike Brown and Atsushi Yamada: 

	They wonder why we ask for optimized source code. “Typically, optimizations are a way for industry to differentiate product offerings from each other and as such should be considered out of scope for the standardization process. In addition, optimized code will often contain assembly which goes against the specification requirement of “written in ANSI C” ”.

Second Paragraph, Mike Brown and Atsushi Yamada:

Perhaps add encryption, decryption and shared secret generation for completeness.

2.C.2 Known Answer Tests

2.C.3 Supporting Documentation

First paragraph, Mike Brown and Atsushi Yamada:

	‘Typically source code is also considered to be “written material”.  To avoid ambiguity, perhaps reword as (sic) “supported documents.”’

2.C.4 General Requirements for Digital and Optical Media



2.D Intellectual Property Statements / Agreements / Disclosures 

2.D.1 Statement by Each Submitter

Mike Brown and Atsushi Yamada:

	They complain that “quantum-resistant algorithm” is used here and want us to be consistent on that versus post-quantum 

2.E General Submission Requirements 

Mike Brown and Atsushi Yamada:

	 Complaint that the ANSI C code itself that we require is technically in ANSI C, not English. (I think all words can be in English, by choosing English-based variable names, so this isn’t even a valid complaint, but leaving it anyway). 

2.F Technical Contacts and Additional Information 

3. Proposed Minimum Acceptability Requirements 

4. Proposed Evaluation Criteria 

4.A Security 

Throughout Section, Damien Stehle:

	Wonders why only 264 signature/encryption queries allowed versus much “target security.” Responded to already by Ray Perlner. 

4.A.1 Applications of Public Key Cryptography

Mike Brown and Atsushi Yamada:

[bookmark: _GoBack]	Suggest we emphasize IPSec/IKE because “IKE is where the public key cryptography is” instead of IPSec and to also consider S/MIME. 

4.A.2 Security Model for Encryption/Key-Establishment

4.A.3 Security Model for Digital Signatures

4.A.4 Target Security Strengths

Aline Gouget:

Regarding “parameter sets meeting security strengths 2 and 4 should remain secure roughly as long as brute-force collision attacks against SHA-256/ SHA3-256 and SHA-384/SHA3-384, respectively, remain infeasible,” she cites Dan Bernstein https://cr.yp.to/hash/collisioncost-20090517.pdf , who claims that that the 2b/3 algorithm for collision finding of Brassard, Hoyer and Tapp (and by Grover and Rudolph) actually runs in time 2b/2/M1/2  on a size-M quantum computer, and this is actually no better (or even worse) than what one can do with a non-quantum computer using the Pollard rho collision, which he says takes 2b/2/M time. 



Based on this, she notes that “Based on this paper, it would mean that:

- For level 2 : 128 bits classical security /80 bits quantum security with the reference to a quantum brute-force collision attack on SHA-256/SHA3-256 would require a quantum computer of size 296 to find a collision on SHA-256/SHA3-256.

- For level 4 : 192 bits classical security / 128 bits quantum security with the reference to a quantum brute-force collision attack on SHA-384/SHA3-384 would require a quantum computer of size 2128 to find a collision on SHA-384/SHA3-384”



and then suggests that clarification is needed.





4.B Cost 

4.C Algorithm and Implementation Characteristics 

5. Proposed Plans for the Evaluation Process 

5.A Overview

2nd-to-last paragraph, Danilo Gligoroski:

 “When evaluating algorithms, NIST will make every effort to obtain public input and will encourage the review of the submitted algorithms by outside organizations; NIST encourages the reviewers to demonstrate their findings and attacks both on the versions with parameters that achieve full security levels, as well as with practical attacks on the provided parameter sets with lower security levels; however, the final decision as to which (if any) algorithm(s) will be selected for standardization is the responsibility of NIST."



5.B Technical Evaluation 

5.C Initial Planning for the first PQC Standardization Conference
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